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Written by Michael Ramos

• Regulatory Focus: Enforcement of the Foreign Corrupt 
Practices Act (FCPA), the UK Bribery Act and other similar 
anti-corruption measures continues, and many jurisdictions 
are stepping up their efforts.

• Reputational exposure: Thanks to social media and 
networking, even a hint of scandal reverberates globally and 
almost instantaneously. 

Put those trends together, and the results are clear: More 
companies are deeply engaged with a bigger, broader, 
geographically diverse network of partners than ever before. 
It’s happening in an increasingly tough regulatory environment 
and in a hyper-connected world of social networking where 
consumers have nearly immediate access to reports of 
wrongdoing.

It is in that context that Ethisphere presents this Special Report 
on Third Party Risk, a comprehensive look at best practices and 
emerging issues. 

Inside the Special Report

In this report, you’ll find ideas on how business leaders, as well 
as Legal, Ethics & Compliance professionals, at some of the 
best-known global companies are finding creative ways to 
identify, mitigate and monitor third party risk. 

Ethisphere Managing Editor Tyler Lawrence opens the report 
with “Making Trust Easier: Lessons on Third Party Risk,” which 
explores the tricky balance between maintaining ethical 
standards without losing sight of business demands. And the 
article highlights a growing area of critical concern in third party 
relationships: data and information security.

The report continues with “No Silver Bullet, Just Continuous 

A few years ago, during a private meeting on risk mitigation, 
the CEO of a leading global package delivery company was 
asked if any specific risk was keeping him up at night. Storms? 
Earthquakes? Civil unrest? Economic meltdowns?

“Here’s the one that keeps me up,” he answered, without 
hesitation. “I worry that somewhere around the world, in one 
of the companies we’ve just acquired, some manager is still 
doing business the way he used to – not the way we do – and 
he unintentionally creates a legal mess that damages the entire 
company. I lie there wondering, ‘Where is he? What’s he up to?’ “

Over the years, concern over third party risk – including the 
special case of merger and acquisition partners – has continued 
to escalate, and with good reason. The unprecedented 
convergence of some powerful dynamics has heightened both 
the dangers and potential damage from third party risk. Consider 
these trends: 

• Outsourcing: Companies everywhere are seeking ways 
to simplify their businesses, concentrating on the core 
technologies, services and activities they do best, and 
outsourcing the rest to vast networks of both upstream and 
downstream partners.

• Globalism: Businesses of every size find they need to have a 
presence outside their home country, requiring partners and 
business channels in places with unfamiliar legal and cultural 
environments.

• Mergers and Acquisitions: Much of the global expansion 
occurs through M&A activity, which continues at close to the 
record pace set in 2016. Both the potential targets, as well 
as their third party partners, provide a minefield of possible 
legal and compliance risks for acquirers.
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The report continues with “No Silver Bullet, Just Continuous 
Improvement,” in which Microsoft’s director of legal 
compliance, Kumar Vijayaraghavan, describes the risks 
implicit in the technology industry’s exploding reliance on 
third parties. Microsoft’s approach might be described as an 
Ethics & Compliance version of “trust but verify” – demanding 
unprecedented transparency in third party transactions in 
order to build trust among end users, while at the same time 
applying Microsoft’s own data science and analytics to help 
flag high risk deals.

At Johnson Controls, a global leader in building technology and 
energy storage, collaboration between Ethics & Compliance 
professionals and business managers is key to battling bribery 
and corruption. In “Success is Attributable to Great Teamwork,” 
Chief Ethics & Compliance Officer Matt Tanzer describes a 
structure in which local business people “own” each of the 
third party relationships, with back-up support and review from 
country compliance managers and regional program leaders.

Like many large companies that regularly deal with thousands 
of partners, Dell puts considerable effort into triage – deciding 
which partners it can or can’t work with, and under what 
conditions. In her article, “Third Party Due Diligence: Drawing 
a Line in the Sand,” Global Compliance Director Kristi Kevern 
describes Dell’s evolving approach to dealing with potential 
partners who don’t meet requirements – by looking for 
constructive ways to help them meet Dell’s expectations, rather 
than permanently banishing them from the approved list.

Finally, in “Thinking Ahead with Compliance in Design,’” 
Chief Compliance Officer Veena Lakkundi outlines 3M’s 
commitment to firmly setting ethical standards at the outset 
of each third party relationship, and then maintaining those 
standards through continuous monitoring and random 
audits. The process begins with an Integrity Assessment – a 
questionnaire which automatically calculates and assigns 
the respondent one of five risk levels. For some risk levels, 
she explains, 3M will use professional investigative firms for 
additional due diligence research.

The importance of due diligence

That raises a pertinent question: How and when should 
companies engage private investigative firms to research 
potential third party risk? Needless to say, as a private 
investigative firm, we have a distinct point of view about the 
value firms like ours can provide. But we also understand 
that every business – no matter how big – needs to make 
the most judicious use of its limited resources, and that 
only a fraction of third party evaluations merit an outside, 
professional investigation.

For companies like 3M, which have sophisticated triage tools 
that quickly identify the most problematic potential partners, the 
answer is fairly simple. But the 3Ms are a distinct minority. For the 
rest, there are some useful filters – beyond your own concerns 
about a potential partner’s reputation and ethics – for identifying 
situations that merit “deep dive due diligence.” For example:

• Agents: Your company has relatively little day-to-day control 
over the activities of “agents” who are lining up business 
on your behalf, so their track record, connections and 
reputation are of paramount importance. (In one case, we 

went to the listed business address for a potential agent in 
Dubai and found that no one had been there in three years.)

• Geography: Business customs and compliance differ 
dramatically from one region and one country to another; 
while bribery and corruption can be found everywhere, there 
are some areas where third party dealings require special 
attention and deep understanding of the local landscape.

• Governments and state-owned businesses: In some 
countries and regions, the potential for bribery and 
corruption require particularly deep due diligence. In some 
regions – the Middle East, for example – the connections 
among family members, businesses and the government 
also require close attention.

• Industries: Some are riskier than others. For example, 
extractive industries – mining and energy – are particularly 
prone to third party risk because of the multitude of 
subcontractors operating at so many levels of specialization.

• Deal size: The larger the transaction, the greater the 
likelihood that potential problems will lead regulators 
and prosecutors to ask whether your company exercised 
an appropriately thorough level of due diligence. When 
thinking about the possibilities for bribery and corruption, 
it’s important to put yourself in the shoes of regulators and 
prosecutors and consider what holes they might look for in 
your due diligence process.

Those are just some of the red flags – and they are just that, 
indicators of potential risk, not automatic disqualifiers. In 
some cases, where a company wants outside help following 
up on rumors or allegations of potential problems, private 
investigators find the red flag is unwarranted. But at the 
end of the day, of course, it is up to the company – not the 
investigators – to choose its partners. And it’s up to each 
company to decide how much information they need in order 
to make a sound decision.



Making 
Trust Easier: 
Lessons on 
Third Party 

Risk

1

Written by

Tyler Lawrence 

parties access to customer information. How can you ensure that 
their data protection regimen is at least as good as your own?

Given all of that uncertainty, Chief Compliance Officer and 
Deputy General Counsel of Juniper Networks Mike Ward 
quipped at a recent Ethisphere event, “The notion that 
‘everything I need to know about business ethics I learned in 
kindergarten,’ I think, is a little flippant. People can accidentally 
violate these rules.”

So what should companies keep in mind when dealing with 
third parties?

Risk & Responsibility

As with everything else that ethics and compliance teams look 
at, it’s important to remember to triage. Not all third parties pose 
the same risks to a company, and not all third parties require 
the same levels of oversight. A trusted partner, or one that can 
demonstrate international standards certifications such as ISO 
37001, simply doesn’t need the same level of attention as a new 
partnership with a small vendor owned by the prime minister’s 
brother in a developing country.

However, sometimes that risky supplier truly is the best (or 
only) one for the job. “What’s really interesting is when the [due 
diligence] findings come back and it’s really gray. We do have to 
have some tough conversations in the business about accepting 
that risk,” says Paul Kalifeh, Senior Counsel at Salesforce. For 
him, the key question then becomes, “Who in the business can 
accept the risk?” The riskier the dealings, the further up the 
chain the decision should go.

As American essayist Ralph Waldo Emerson once noted, “Our 
distrust is very expensive.” Nobody knows that better than 
ethics and compliance professionals. Establishing which 
vendors, suppliers, and other third parties are honest business 
partners is a tricky—and expensive—task even in the simplest 
regulatory environments. Conducting proper due diligence 
has a high cost in terms of money, time, and peace of mind. 
Add in the complexities of conducting that work across legal, 
linguistic and cultural barriers, and ethics and compliance 
teams have their work cut out for them. In today’s ever-
evolving regulatory and technological landscape, it has never 
been more difficult to answer the deceptively simple question, 
“Who can we trust?”

At live events and in other interactions with our audience over 
the last year, Ethisphere has noted an increased interest in 
third party risk, particularly in regards to regulation. Despite the 
change in administration, enforcement of the Foreign Corrupt 
Practices Act remains a priority for the U.S. Department of 
Justice, with Attorney General Jeff Sessions calling it “critical” to 
maintaining a level playing field for honest companies. As Evan 
Epstein of Stanford’s Rock Center for Corporate Governance 
points out, “Ninety-six percent of FCPA enforcement actions are 
due to third party liability enforcement through intermediaries. 
Nearly every single case comes out of third party risk.”

While ensuring that your own employees aren’t bribing foreign 
officials may seem simple, ensuring that your partners in foreign 
markets are meeting the same standards is a trickier matter. 
Additionally, the European Union’s General Data Protection 
Regulation (GDPR) enshrining the “right to be forgotten” will 
go into effect in 2018, impacting any company that gives third 
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Managing Expectations and Resistance

Although third parties may be just as eager to start a business 
relationship as you are, potential partners may push back 
on some of the risk and compliance requirements, seeking 
flexibility in contract language or compliance timelines.

For Jack Yang, former Chief Privacy Officer at Visa, that was 
a problem. His strategy is to get ahead of these kinds of 
negotiations by having well-defined requirements. “You have 
to draw a line, a formal point some place, where everybody 
knows this is where everybody has to go through this 
particular process.”

Of course, not all compliance and risk mitigation needs are 
ironclad. While there may be assurances that you would like 
to get from all third parties, a certain deal or relationship may 
not absolutely require them. Getting what you want in these 
scenarios requires knowing how to meet a third party halfway.

Paul Kaliefeh at Salesforce has tactics to respond to these 
concerns. One common issue comes up in contract language 
designed to mitigate your risk, as not all third parties may be 
able to meet these rigorous requirements. “Sometimes we do 
get ‘This is a little too broad for us’ in response to statements in 
the contract. Well, maybe instead of definitive statements, we 
can say, ‘Partner has policies and procedures in place to ensure 
that no bribery has taken place.’ So we do have to customize, 
to negotiate.”

The E&C of M&A

One particular class of third party stands in a league of its own: 
potential merger and acquisition targets. Paradoxically, both 
regulatory requirements and general practice tend to suggest 
less due diligence and compliance screening in potential 
acquirees compared to normal third party relations.

As Mike Ward of Juniper Networks points out, “It used to be 
much more of a strict liability approach, and in recent years 
[regulators have] moved toward incentivizing you to integrate 
as quickly as possible.” In the past, it was of paramount 
importance for a company to know if they were “buying a 
problem,” but these new regulatory attitudes have shifted the 
acquisitions calculus.

According to Ward, “They’re more worried about what happens 
after you acquire and after you take control, and give you a 
little bit of leeway to clean up what had happened in the past.” 
A company might still want to avoid acquiring an Enron-sized 
headache, no matter the regulatory requirements. But this shift 
in regulatory attitudes means that third parties with a checkered 
compliance past—or simply no compliance program at all—can 
be brought into your organization, with the right plan.

Perhaps the most difficult aspect of any M&A deal to discern 
is every ethics and compliance professional’s favorite word: 
culture. As Kumar Vijayaraghavan, Director of Legal Compliance 
at Microsoft, puts it, “It’s just such an important element which 
often gets overlooked because it’s not tangible, right? It’s not a 
checklist. You just have to feel it, and I think it’s important.”

Quantifying culture is difficult, but it is not impossible. Surveys 
measuring a target’s employees’ perceptions of a range of 

topics, such as the company’s values and organizational justice, 
have the potential to illuminate culture-fit problems that 
otherwise may not appear in due diligence. 

Information (in)security

Even with the increased overall scrutiny companies are giving 
to their third party relationships, one particular area of concern 
stands out: data and information security at third parties. As Dov 
Goldman, Vice President of Innovation at Opus, remarks, “The 
cyber risk component, of all the risk programs that I see, is the 
biggest by far, and the one that is really growing.” Factoring in 
regulations such as the GDPR, hackers, phishing attacks, and other 
data breaches, you can’t just pay attention to your own IT security 
anymore—your partners’ data security is your data security.

This heightened threat to customer information comes 
as companies have begun to outsource more of the 
infrastructure holding that data, which has created a new set 
of potential challenges. As Jack Yang puts it, “What we’ve been 
dealing with over the past four to five years is functions that 
used to be maintained in house, and moving them to cloud-
based infrastructures. Those actually raise a whole different 
type of issues.”

While these issues aren’t insurmountable, they do require 
openness from vendors and a willingness to go deeper on 
due diligence. Jack Yang colorfully compares IT due diligence 
to buying a car: “You don’t buy a car without lifting up the 
hood. Well, you can, but you’re taking a risk there. You don’t 
know whether there is a hamster on a wheel in there or there’s 
actually an engine in the middle of it.” The principle is the same 
for data security at third parties. And just as with buying a car, 
working with third parties that already have certifications can 
ease the process. “It went a very long way for vendors that 
were considering working with Visa to actually have all of their 
stuff locked down—’Well, yeah, here’s my information security 
assessment, here is my FCPA training…’”

Finding third parties that can proactively demonstrate their 
adherence to data security best practices will become a 
priority, especially for companies that deal with large amounts 
of customer data. As consumer and regulator expectations 
become stricter, ethical companies will raise the bar on 
protecting their customers’ information.

On issues ranging from ordinary risk oversight to the more 
complex challenges involved in data security, third party 
relationships will have a greater and greater impact on 
companies’ abilities to do business the right way. By keeping 
in mind the best practices mentioned here, you can rest a bit 
easier knowing that your third parties have earned the trust you 
give them.
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As with many multinational companies in this globalized era, 
Microsoft relies on a network of third party relationships 
to do business. While strategic third-party relationships 
can expand opportunities, they also create compliance and 
reputational risks if something goes wrong. Research shows 
that third-party misconduct is a chief compliance concern for 
executives across industries.

Like many technology multinationals, Microsoft third parties 
include a diverse set of businesses such as distributors, licensing 
sales and services partners, cloud infrastructure operations 
and data center construction suppliers, manufacturing and 
supply chain specialists, and marketing suppliers. The variety 
of partners and suppliers exploded within the last three to five 
years as our customers adopt cloud based solutions. We are 
seeing a transformation of the third party ecosystem, not just 
for Microsoft, but for many technology companies.

Given the diversity of third-party relationships, there is no “silver 
bullet” that will protect companies like Microsoft against all 
third-party risks. The challenges are too varied for any single 
policy, platform, or guideline to address. In 2016, Microsoft 
embarked on a multi-year journey to optimize discrete partner 
compliance activities into a coordinated framework. The 
effort focused on values based partner code of conduct, using 
technology to identify and monitor high risk transactions in the 
sales channel, building partner communications & training, and 
enhanced channel transparency

Microsoft Runs on Trust

Companies now realize that third party risk management must 
do more than just impose obligations on third parties. The 
persistence of problems despite years of compliance rule-
making adds credence to this idea. Additionally, by the time 
remedies can be administered, it can be too late to protect 
reputational damage.

Instead, Microsoft espouses company values that points 
partners and suppliers towards a shared goal: building trust with 
our end customer. This goal underpins the recent extension 
of the internal “Microsoft Runs on Trust” campaign to channel 
partners. From 2016, countries such as India, China, and 
Brazil, the local Microsoft subsidiaries have organized partner 
roundtables as pilots, bringing together some of the largest 
partners to understand the fundamental values and principles 
that should guide their decisions to build customer trust.

Identifying Risks, Helping Partners

Microsoft’s third-party ecosystem is vast, and the risk profiles 
vary greatly. One size does not fit all. Microsoft’s program uses 
an upfront risk assessment to prioritize third parties requiring 
vetting and due diligence prior to onboarding. Once third 
parties are part of the ecosystem, Microsoft has ongoing 
monitoring, assessments, and trainings to manage risks. In 
July 2017, Microsoft refreshed the ethics and integrity training 
for channel partners with the goal of simplifying the content 
into bite-sized chunks logically grouped into key risk areas 
such as code of conduct, anti-corruption, and anti-trust, all 
contributing to ethical sales practices. We took the time to 
understand where our partners need the most help and built 
short refresher courses and localized in twelve languages. Our 
intent is to educate our partners on ethical selling practices and 

build their capability to identify and escalate red flags.
Even with these efforts, the challenges of a rapidly changing 
third party ecosystem calls for additional precision and scale. 
Two key pillars within the broader Microsoft’s compliance 
program intersect with the third-party program in important 
ways to help achieve this goal.

The first is the commitment to greater channel transparency for 
enterprise license agreements worldwide for government and 
state-owned customers. As part of this one of a kind initiative 
in the high-tech industry, Microsoft transparently discloses 
the additional percentage discount Microsoft granted to the 
partner, and identifies the Estimated Retail Price (ERP) for the 
products sold. Launched in January 2015, the eventual goal 
for this initiative is to reduce bribery risk by allowing the end 
customers to use this information as part of their negotiations 
with the partner. 

The second initiative, the High-Risk Deals Solution, builds 
on a core strength of Microsoft, using analytics to detect, 
monitor, and ultimately prevent misconduct in its sales channel.  
Microsoft uses its Windows Azure, SQL Server, and Power BI 
products to identify high-risk deals which require additional 
compliance oversight by legal and compliance personnel. Third 
party risk is a key input for this initiative, and Microsoft plans 
to refine this intelligence to gain much-needed precision in 
flagging and monitoring third party risks.

Continuous Learning & Improvement

Microsoft knows it’s impossible to be perfect given today’s 
complex business and third-party ecosystem. Even the 
strongest compliance program will still not prevent or detect 
every violation. Indeed, Microsoft has publicly disclosed an 
FCPA investigation relating to activities in various countries. 
The need for continuous learning and improvement has 
never been greater to face these challenges with humility 
and determination. It is with this mindset, Microsoft has 
announced in May 2017 that it would seek to certify its anti-
corruption compliance program to the new international 
ISO 37001 Anti-bribery management systems standard. 
Certifications such as the ISO 37001 will be vital to making 
sure that Microsoft and others continue to do their best work 
in mitigating third party risk.



For an effective compliance program, a great team isn’t enough – you need 
great teamwork, too. At Johnson Controls, we have focused on building 
the right structure for that teamwork, creating the best platform for our 
centralized and decentralized resources to work together in managing risk 
across the company. The result, we feel, has made for a happier team and a 
more effective program overall.

Johnson Controls is a global provider of building technology, products and 
energy storage solutions. We operate in 2,000 locations serving a wide range 
of customers in 150 countries and employ approximately 120,000 people 
worldwide. Despite the challenges associated with regulating employee and 
third party conduct across an organization of this scale and size, we have 
worked to create a culture of legal compliance and ethical behavior that 
pervades the organization. Combating bribery and corruption is at the top 
of our compliance goals and has resulted in the creation of a robust and 
multifaceted anti-bribery program.

Success is 
attributable  

to great 
teamwork
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Effective teamwork has been crucial to those goals. We have 
elements of both a centralized and decentralized model, which 
allows us to leverage the best aspects of both worlds across a 
single team.

At the center, we have the Vice President, Chief Ethics & 
Compliance Officer, Senior Compliance Counsel and a Third 
Party Management team to ensure policies, procedures and 
systems are applicable company-wide. These centralized roles 
are then complemented by decentralized roles embedded 
across the business. Decentralized roles include Business 
Sponsors, Business Managers, Regional Compliance Counsels, 
Geographic Program leads (GPL) and country-specific 
Compliance Managers. 

The centralized roles will be familiar to most compliance 
professionals, and so we won’t explain those in detail here. 
Instead, this article delves into the roles of the decentralized 
resources and examples where they have made a significant 
difference by complementing the centralized functions.

The primary responsibility for third party relationships within 
Johnson Controls belongs to the third party’s business Sponsor, 
who “owns” the relationship. The sponsor is a Johnson Controls 
employee, often in business management or sales, and serves 
as the primary contact with the third party. In this role, they 
are responsible for managing and overseeing the third party’s 
work on behalf of our company. We have seen many examples 
where a sponsor will become aware of rumors or allegations 
about the ethical behavior of their third party, and they will 
make their management and compliance colleagues aware so 
future business with this third party can be evaluated based on 
real time knowledge. There have been instances where we have 
walked away from business opportunities due to the integrity of 
our people. 

The second tier of accountability belongs to the sponsor’s 
Manager, who must approve the business justification for 
engaging a new third party and must gain comfort that 
the third party shares our ethical values in their business 
transactions. We have seen instances where the manager made 
enquiries about a new third party they were asked to approve 
and, based on concerning feedback received, they rejected the 
sponsor’s request and an alternative third party was identified 
and on-boarded. 

The third level of accountability belongs to the Regional 
Compliance Counsel. They review due diligence reports on 
third parties to determine whether a new third party should be 
approved, approved with conditions (for example, requiring 
legal review of all business transactions with the third party 
for a probationary period), or denied. Aspects of concern are 
discussed with regional business management as not every 
case is black or white, and we see many examples where a 
decision to deny onboarding is made once the compliance risk 
and business opportunities are evaluated. 

Multiple reviewers during the onboarding of third parties helps 
reduce risk. One example comes to mind when the Regional 
Compliance Counsel recognized the third party owner’s name as 
a former employee who had been dismissed for ethical violations 
in the performance of their duties. Once this was confirmed to 
be the same person, the third party entity linked to this individual 
was added to our list of entities that we do not engage. This list is 

checked every time a new third party is engaged so as to reduce 
the risk of engaging an unethical third party. 

The three levels of review described above are supported in 
their roles by Geographic Program Leads (GPL), who are really 
the eyes and the ears of compliance programs at the business 
level. In some businesses these are full-time resources, 
and part-time in others, depending on need. In our Power 
Solutions business unit, for example, the GPL in the Asia Pacific 
region happens to be the supply chain manager. One of their 
compliance roles involves organizing and delivering integrity 
workshops for both our employees and third parties. One 
benefit we have seen from these workshops is reduced lead-
time in the onboarding of third parties as employees and third 
parties who attended these workshops are much faster and 
more thorough in the onboarding process. 

In further support of our program, we have begun a new 
initiative involving the hiring of country-specific Compliance 
Managers, in higher risk countries. These managers are 
responsible for managing compliance issues in the local 
business, including reviewing transactions and project files 
with high-risk third parties. As local employees, they possess 
knowledge of in-country business conditions and practices, 
and are able to provide contextualized review of business 
practices. For example, where our business model involves the 
use of subcontractors, we know from experience that these are 
high-risk third parties in some regions. Our country-specific 
compliance managers will visit customer project sites to ensure 
our subcontractors have a legitimate commercial footprint and 
will understand how they interact with our customers, with 
greater emphasis on government customers, so controls can 
be in line with the risks involved on the ground. 

Close cooperation between our centralized and decentralized 
resources means we have a Third Party Compliance Program 
that we feel has the right structure to protect our company 
from corruption risks. Coming to work is an enjoyable 
experience as we are engaged on a daily basis with like-minded 
colleagues from all over the globe, who maintain the vibrancy 
and effectiveness of our successful program. As a result, not 
only do we have a great team of compliance professionals 
– but a culture of great teamwork to support their skills, and 
protect the business.
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The Dell EMC Partner Program is a partner ecosystem inclusive 
of solution providers, cloud service providers, strategic 
outsourcers, systems integrators and distributors positioned 
to deliver Dell EMC products, services and solutions to 
customers all over the globe.  At the gateway to the program 
is Global Compliance-managed anti-corruption third party 
due diligence. As part of the program application process, 
partners wishing to join must exhibit a proven track record of 
integrity and transparency in their business practices, as well as 
a commitment to compliance. 

We work with several leading international due diligence 
service providers. All employ in-house research experts who 
gather and deliver a myriad of data ranging from beneficial 
owners to negative media reports. The Department of Justice 
and Securities and Exchange Commission joint publication, 
A Resource Guide to the U.S. Foreign Corrupt Practices Act, 
states “companies should understand the qualifications and 
associations of its third-party partners, including its business 
reputation, and relationship, if any, with foreign officials. The 
degree of scrutiny should increase as red flags surface.” Due 
diligence in and of itself is not solely sufficient for an effective 
anti-corruption compliance program. It is ultimately a means 
to an end and there will inevitability be a juncture at which the 
company needs to make a call on a resulting red flag. While 
due diligence firms can provide assistance in analyzing a given 
third party, the ultimate decision to permit or deny a business 
relationship lies with the company. 

Our internal policy is very clear regarding dealings with third 
parties. It states, “You shall never engage any third party to 
represent Dell, Dell’s products, or Dell’s services in any business 
transaction where there is any intention, understanding, 
expectation or even the suspicion that the third party may 
engage in bribery.” Externally, we see equally strong stances 
from companies and governments in those countries Dell 
has a presence. For example, Canada’s Integrity Regime bans 
suppliers convicted of corruption from winning government 
bids for up to ten years. 

While it may be clear on paper, implementing policy requires 
navigating unclear territory. In my five years of managing 
Dell’s due diligence program, I, like many, have struggled with 
questions: does any record of criminal history potentially 
equate to bribery risk? How much credibility should be given 
local newspaper and media reports? At what point do we label 
an incorrect application an intentional falsification and not 
an error? Having directed risk-based vetting for over 40,000 
third parties (roughly 25% of Dell’s third party population), 
I’ve determined that third parties tend to fall into one of 
three buckets: 1) Not suitable for business; 2) Suitable with 
conditions; and 3) Suitable for business (without conditions).  

Real-life examples for the first bucket include a managing 
director of an applicant found guilty and sentenced to 
eleven years for bribery; an applicant alleged to be engaged 
in overpricing when dealing with government customers, 
followed by the brazen act of offering a bribe to an individual 
posing as an official in a televised investigative report; and an 
applicant who mislead Dell concerning beneficial ownership. 
These third parties are added to the Dell Denied Parties 
List, which is similar to the concept of the U.S. Treasury 
Department’s Office of Foreign Assets Control (OFAC) Specially 
Designated Nationals (SDN) List, but includes reasons beyond 

those related to trade compliance. Third parties on the Dell 
Denied Parties List are banned from any engagement with Dell, 
enforced through a system of internal controls. 

This past March, OFAC published Filing a Petition for Removal 
from an OFAC List in which its states “The ultimate goal of 
sanctions is not to punish, but to bring about a positive change 
in behavior. Each year, OFAC removes hundreds of individuals 
and entities from the SDN List.” It goes on to state “Some 
examples of situations that may result in delisting include: a 
positive change in behavior...” At Dell, we believe in the same 
philosophy and work alongside our third parties to meet Dell’s 
expectations. We are just beginning to re-consider those on our 
Denied Parties List on a select case-by-case basis. 

In the second bucket - suitable with conditions - we generally 
include Politically Exposed Persons (barring no other issues). 
An example is an applicant in which a managing director priorly 
served as an IT executive at a state-owned bank. The conditions 
we apply include evidence of an internal anti-corruption 
program, and completion of Dell’s compliance training course 
developed specifically for third parties. These conditions 
are time-bound. For example, we require completion of the 
training within 30 days. Longer term, these third parties may be 
subject to audit and other ongoing monitoring activities such 
as greater scrutiny of financial transactions and more stringent 
reporting requirements. Companies that do not comply, for 
example, refuse to provide information requested by Dell in a 
timely manner in support of an audit, are terminated. 

The third bucket is made up of those partners that live and 
breathe Dell’s philosophy of ethical business practices. These 
companies have a demonstrated proven track record of 
integrity and ethical business conduct at the onset and continue 
to meet compliance obligations throughout the course of the 
partnership. These are the business relationships that we all 
strive for – those third parties we can rely on for upholding 
Dell’s hard-earned reputation when representing Dell in 
transactions with our customers. This is not only good for Dell 
and our customers, but also for our partners who are grateful 
that Dell recognizes integrity as a competitive advantage.
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3M’s sustainable growth playbook casts a vision of who we aspire to be: 3M 
technology advancing every company, 3M products enhancing every home, 
and 3M innovation improving every life. Our Code of Conduct and Leadership 
Behaviors define how we expect each 3Mer to engage with the world around us. 
The 3M Code of Conduct is built around six key guiding principles: Be Good, Be 
Honest, Be Fair, Be Loyal, Be Accurate and Be Respectful.
 
3M has operations in more than 70 countries, sales in more than 200 countries, and 
employs approximately 90,000 employees around the world. 3M’s global reputation 
as an ethical and law-abiding company has been core to our identity since our 
founding more than a century ago. We are known as a technology company that 
strives to create value for our customers so they can deliver on their promises. To 
accomplish this, it is essential to conduct business in compliance with the laws of 
all the countries in which we operate. 3M prohibits bribery and corruption in all 
forms, regardless of the business customs and practices that may exist in individual 
countries.

To serve our customers, we carefully select business partners who share our values 
and commitment to integrity, and we expect our partners to conduct business with 
the high ethical standards we hold ourselves to. As the business landscape evolves 
globally and we expand our geographic footprint, we need to continue to be 
diligent in how we select and work with third parties.
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During her time at 3M she has proven herself 
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Indonesia before becoming a Global Business Director in 3M’s 
Industrial Business Group. Now 3M’s Chief Compliance Officer, 
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global organization that is committed to doing the right thing 
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We value our work with business partners and suppliers. To 
mitigate risk and set expectations, we deploy rigorous third 
party due diligence screening protocols to ensure our standards 
are met on an ongoing basis.

Our Code of Conduct provides clear guidance to 3M 
employees and to business partners who act on 3M’s behalf 
on how to make good ethical decisions every day. We pride 
ourselves on having controls and processes in place to help 
ensure third parties act with the highest integrity, following the 
principles outlined by 3M.

3M is managing its compliance program proactively to ensure 
our processes are followed and new ones are created as the 
marketplace and our business models evolve. We continue 
to put the customer first. By creating a ‘compliance in design’ 
mindset, 3M strives to make compliance as efficient and widely 
adopted as possible. This meets the needs of customers and 
business partners, and it helps 3M execute our playbook and 
remain competitive in the marketplace.

A ‘compliance in design’ mindset includes building risk 
mitigation into new business models or processes. For example, 
we might put proactive controls in place for entertainment of a 
health care key opinion leader who is also a government official.

At 3M, we know our customers want to do business with a 
company they trust and who creates value for them. And our 
employees want to work for a company with purpose. Doing 
business the right way, every day, everywhere, is a competitive 
advantage.

Before we do business with most business partners, we require 
them to go through a formal due diligence process, called an 
Integrity Assessment. This data driven approach ensures that 
the vendor and business partner is aligned with 3M’s values. 

The integrity assessment process starts with a questionnaire 
that requires responses to both objective and open-ended 
questions about the nature of the business operation, 
interaction with government officials or location of the 
business, and other subjects. The system automatically 
calculates a risk level when completed. There are five levels 
of risk that can be identified through this questionnaire. 
Employees can always escalate the calculated risk level, based 
on other factors. The higher the risk, the more due diligence 
needed. For some risk levels 3M uses professional investigative 
due diligence firms for additional research.

The higher the risk, the more measures the business partner 
must put in place to do business with 3M. If a red flag is 
identified during the due diligence process, a mitigation 
plan must be created to address the issue. All plans must be 
approved by the manager and compliance counsel. At any 
stage during the due diligence process, 3M can decide not to 
move forward with the relationship. A typical plan to address 
concerns might include requiring the business partner to take 
a compliance training course. Additionally, the risk level will 
determine the type of anti-corruption contract provisions that 
we will include in our agreements.

Our goal with our business partners is to establish a culture of 
compliance upfront, and then ensure continuous monitoring 
through data measurement and auditing processes. We 

measure metrics such as cycle time to complete an integrity 
assessment, the number of risks identified, and the number of 
risks mitigated. 

We also conduct random audits with our business partners, 
including interviews and reviews of financial transactions, to 
ensure compliance with contract requirements around 3M’s 
Code of Conduct.

3M employees receive substantive training on third party risks 
and the integrity assessment system. Trainings define our 
expectations for every 3Mer and help us live the 3M Code of 
Conduct around the globe. For maximum global impact, we 
make our training available in multiple languages and seek 
continual process improvement feedback through monthly 
global calls. 

Corruption risk still exists in the marketplace and it creates 
an unfair playing field and erodes value. That is why 3M is 
continuing to evolve and improve our practices and processes 
to ensure the highest ethical standards are met. It’s simply 
good business.

3M Code of Conduct  
Guiding Principles

1. Be Good
2. Be Honest
3. Be Fair and Impartial
4. Be Loyal
5. Be Accurate
6. Be Respectful


